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December 23, 2019

Jared Blumenfeld, Secretary

California Environmental Protection Agency
1001 | Street

Sacramento, CA 95814

Dear Mr. Jared Blumenfeld,

In accordance with the State Leadership Accountability Act (Leadership Accountability), the
Department of Pesticide Regulation submits this report on the review of our internal control and
monitoring systems for the biennial period ending December 31, 2019.

Should you have any questions please contact Anise Severns, Assistant Director, at (916) 650-6957,
anise.severns@cdpr.ca.gov.

GOVERNANCE

Mission and Strategic Plan

MISSION: To protect human health and the environment by regulating pesticide sales and use and by
fostering reduced-risk pest management.

VISION: A California where pest management is fundamental to a healthy environment. Two beliefs
underlie this vision statement:

» Pest management is essential to a modern society to protect public health and the food supply
and enable effective resource management.

» The people of California are best served by a continuous effort to minimize risks associated
with pest management.

Control Environment

The California Department of Pesticide Regulation (DPR) is determined to establish an effective control
environment. Management is able to accomplish this goal through establishment and demonstration of
integrity and ethical values, oversight by top executives, an organizational structure that ensures
responsibility and authority, staff accountability, and maintaining documentation of the control system.

When seeking new talent, DPR Management focuses on recruitment efforts that seek out employees
that not only fit the Department’s operational needs, but also the values. Management has designated
specific employees from each branch to engage in DPR’s Recruitment Workgroup led by the
Department’s Recruitment Specialist. The workgroup members attend various recruitment events,
discuss recruitment strategies, and relay information to Management regarding new, innovative ways to
strengthen recruitment efforts within each branch. Management is able to review resumes collected at
the events and apply focused recruitment efforts to best meet their branch’s needs and values.

Management is dedicated to overseeing a workplace that holds staff accountable to honesty as well as
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strong ethical values. This commitment to integrity and ethics can be accounted for in each employee’s
duty statement. These duty statements are reviewed and signed by employees with management upon
hire and outline an expectation for individuals to maintain a role within DPR that reflects a high level of
integrity, along with strong ethical values. Management review of duty statements with new employees
also ensures the establishment of a competent workforce by documenting and demonstrating expected
roles and responsibilities. To ensure a competent workforce when hiring, Management identifies the
required and desirable knowledge and skills for each vacancy during the hiring process. The required
and desired attributes are listed on the respective screening criteria for each vacancy. This process has
been standardized departmentally which gives Management the tools to ensure that they are able to
interview and select the most qualified candidates for DPR’s positions.

In terms of staff development, Management is committed to growing and developing the talent base
within DPR. This is being achieved through internal training programs, such as DPR’s Career
Connections training, where staff are able to attend several classes that include learning about DPR’s
mission and gaining necessary skills to be productive and organized in their jobs. Management actively
participates in a quarterly training specifically for managers/supervisors, which is hosted by DPR’s
Human Resources Branch. This required training highlights human resources-related material, which
includes tips on addressing staff performance and development. Also, DPR utilizes coaching and
mentoring trainers where individual plans are created for specific employees to build upon individual
strengths and overcome challenges.

Regarding staff accountability, Management evaluates staff performance by reviewing their work and
holding regular check-in meetings. The manager/supervisor training held by the Human Resources
Branch instructs Management to consistently engage with their employees and develop the most
effective, individual strategies to ensure their staff feel supported and are able to be productive. When
holding staff accountable for their duties and deadlines, Management is instructed to assist staff in
prioritizing their workloads and be flexible when there is a need to re-evaluate and/or re-prioritize due to
unreasonable and/or excessive pressures. Management is also required to submit annual Performance
Appraisal Reports for applicable employees, where they are able to evaluate their performance for the
previous year and provide feedback.

Management’s establishment of an effective control environment can also be accounted for by the
leadership of its top executives — Director Val Dolcini, and Chief Deputy Director Jesse Cuevas.
Management relies on this administration to provide positive influence, direction, and oversight to DPR.
This level of executive leadership is coupled with a management level organizational structure to
ensure appropriate levels of responsibility and authority are being upheld as well as holding lower level
positions accountable.

DPR also emphasizes maintaining documentation of the control system. DPR achieves this goal by
complying with the State Leadership Accountability Act (SLAA) by providing reports and updates
annually, as well as utilizing an Excel tracker to outline important meetings and dates that have
occurred throughout the SLAA process. Through all of these components, DPR is able to ensure an
effective control environment.

Information and Communication

DPR uses multiple channels of communication to ensure quality information is communicated to both
internal and external parties. DPR is able to effectively communicate essential information, as well as
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make use of other resources, to take measures to provide a comfortable and safe working environment.

In order to convey information up, down, and across the entity among staff and management, DPR
utilizes weekly executive team meetings, monthly management team meetings, quarterly manager and
supervisor meetings, annual all staff meetings, and individual branch meetings which are scheduled
based on need. During the quarterly manager and supervisor meetings, there is consistently an “open
issues” segment built into the agenda to address any questions or concerns that managers or
supervisors may have. This type of platform allows for new or ongoing concerns to be raised,
addressed and/or discussed and ensures that relevant information is being communicated across all
levels of management. DPR also uses weekly CalEPA Senior Management Team meetings, weekly
CalEPA Administrative Chiefs meetings, and weekly CalEPA Chief Information Officer’'s meetings to
focus on the objectives that affect all of CalEPA. These channels of communication ensure that relevant
and necessary information is transmitted to all internal parties and that there is a good balance of
information being shared throughout the year. Additionally, DPR utilizes internal email notifications to
provide any relevant information to staff as it relates to information technology, human resources, and
fiscal matters. DPR also subscribes to numerous lists and attends multiple interagency forums to stay
up to date and aware of any changes that would affect the Department. DPR is also able to share
important information to external parties through County Liaison monthly updates, quarterly California
Agricultural Commissioners and Sealers Association meetings, and the external/public DPR website.
These meetings ensure that external stakeholders are aware of DPR’s objectives, while the website
provides the latest news and information, as well as the capability to answer most questions, and an
outlet to directly reach DPR if there are further inquiries.

Lastly, if there is any reason to detail any impropriety within DPR, employees are given multiple
avenues to report inefficiencies and inappropriate actions to management and other decision makers.
DPR is able to provide this through the Equal Employment Opportunity Complaint Process
Administrative Directive. This policy details the roles and responsibilities of those involved in the
complaint, the complaint process parameters, the complainant’s rights, and provides the complaint
form. This policy is also coupled with the No Harassment Administrative Directive and the Workplace
Violence and Bullying Prevention Administrative Directive which outlines DPR’s “zero tolerance” for
harassment on the basis of any protected characteristic or bullying in any form. The Department also
utilizes the Health and Safety Suggestion Form, which gives employees the opportunity to make
suggestions and recommendations concerning health and safety in the workplace. DPR also provides
and requires mandatory Workplace Violence Bullying Prevention Training (annually) and Equal
Employment Opportunity & Harassment Prevention Training (biennially). These mandatory trainings are
a preventive measure to address inappropriate behavior in the workplace.

The multiples channels available for conveying information to both internal and external parties as well
as employees having the ability to report any improper behavior provides a healthy flow of
communication and information throughout DPR.

MONITORING

The information included here discusses the entity-wide, continuous process to ensure internal control
systems are working as intended. The role of the executive monitoring sponsor includes facilitating and
verifying that the Department of Pesticide Regulation monitoring practices are implemented and
functioning. The responsibilities as the executive monitoring sponsor(s) have been given to:
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Val Dolcini, Director; and Jesse Cuevas, Chief Deputy Director.

DPR confirms the effectiveness of internal control systems using both routine and periodic reviews, as
well as operational planning. The DPR operational planning process allows the Department to collect
and communicate relevant and reliable information needed for operational, programmatic, and financial
decision making. The Department’s branch specific operational plans specify key performance goals
selected from branch and executive office plans that will be conducted during a fiscal year. These
goals that the Department identifies are classified into four types of work that are organized by their
predictability and expected timeline of completion. The four primary types of work are routine, trouble
shooting, special projects, and initiatives. DPR management uses these proposed goals and categories
of work to establish tasks that need to be monitored on an ongoing basis.

The operational planning process begins in November, where there is an executive management offsite
meeting to identify potential issues to consider for the Department, as well as determine longer range
planning issues. Between the months of February and March, there are multiple meetings to discuss
the Director’s priorities for the upcoming fiscal year, expectations, and the strategic plan objectives and
goals. From March through May, DPR works to develop draft operational plans which identify
performance goals, as well as specific staff responsible for accomplishing those goals within a desired
timeline. Finally, in June operational plans are finalized. Upon completion, each operational plan
provides guidance and is used as a reference for support in monitoring throughout the year.

In an effort to mitigate security risks, DPR’s information security team manages an information security
risk register. The team meets with information asset owners on a monthly basis to add new risks,
review risk status, and plan mitigation. The Chief Information Officer (CIO) is provided with at least
quarterly updates, or more frequently if risk level requires. DPR plans to initiate annual reviews of the
information security risk register, so the CIO can keep the Executive Team informed of high risk items.

For information security risks above DPR’s risk appetite (medium or high level risks), the information
security team collaborates with Information Technology Branch partners and appropriate stakeholders
to develop mitigation actions to reduce or eliminate risks. Examples of mitigation measures include:
conducting security awareness training, phishing testing and training, and using hardware and software
based security best practices or countermeasures.

DPR is also able to rely on knowledgeable staff through internal auditing positions as well as external
control agency audits for periodic and detailed reviews. Additionally, DPR utilizes a management
system of executive management, middle management, and frontline management that is able to
monitor the progress of their staff to identify vulnerabilities. When expectations are not met with internal
controls, DPR depends on the support of management to address any vulnerabilities and adjust the
internal control system when changes are needed. This process is achieved by performing,
documenting, and measuring the control against an expected result. If that result is not attained, then it
is determined that the internal control requires changes.

RISK ASSESSMENT PROCESS

The following personnel were involved in the Department of Pesticide Regulation risk assessment
process: executive management, middle management, and front line management.
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The following methods were used to identify risks: brainstorming meetings, employee engagement
surveys, ongoing monitoring activities, audit/review results, other/prior risk assessments, external
stakeholders, questionnaires, and consideration of potential fraud.

The following criteria were used to rank risks: likelihood of occurrence, potential impact to mission/
goals/objectives, timing of potential event, potential impact of remediation efforts, tolerance level for the
type of risk, and other.

RISKS AND CONTROLS

Risk: Unresolved Pesticide Issues Related to Cannabis

The Medicinal and Adult-Use Cannabis Regulation and Safety Act (MAUCRSA) requires DPR to
ensure the application of pesticides in cannabis cultivation comply with current pesticide law and the
department’s general regulation of pesticide use. DPR is also required to provide general guidance to
cultivators and pesticide residue guidance to the Bureau of Cannabis Control (BCC).

DPR has sole regulatory authority to regulate pesticides in California including the sale, use, and
distribution of pesticide products for consumer and commercial cannabis cultivation. Pesticide use at
illegal cannabis cultivation sites has resulted in environment damage, exposure hazards for first
responders, and potential exposure hazards for consumers. DPR has very limited enforcement options
due to the criminal nature of these cultivation sites but is working with other state and local agencies to
establish a coordinated response to address this problem.

The increased workload and need for additional staff resulting from MAUCRSA is not offset by DPR’s
primary source of revenue through its mill assessment, product licensing, or other DPR regulatory fees.
DPR’s legislative mandate to protect human health and the environment from pesticide sales and use
must be carried out despite the lack of resources or enforcement authority to address illegal grow
operations.

Control: Educational Outreach

Continued work with the county agricultural commissioners (CACs) throughout the state will be
instrumental for providing pesticide education to the cannabis industry and carrying out pesticide
enforcement as necessary.

Control: Collaboration with the Bureau of Cannabis Control

DPR scientists continue to assess the risk of pesticide residues on manufactured cannabis and
provide recommendations on pesticide testing requirements to BCC.

Control: lllegal Cultivation Intervention

DPR has collaborated with multiple state agencies to address pesticide use at illegal cultivation
sites. Additional work with other state, federal, and local agencies is also underway to address the
environmental and human health impact of pesticide use at illegal cultivation sites.
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Control: Surface Water Related Source Analysis

To protect the surface waters from environmental harm, DPR’s Surface Water Protection Program
has been working to collect wastewater discharge from urban legal cultivation facilities and identify
pesticides entering sewer systems. Among other uses, results will show whether legal cultivation
facilities are important sources of pesticides that may pose significant risks to aquatic life exposed
to treatment plant discharge. If necessary, findings could be used to formulate regulatory actions to
reduce aquatic risks.

Control: Pesticide Residue Analysis

DPR continues to work with the California State University Sacramento to scientifically gather
cannabis consumption data used to support the risk analysis of pesticide residues on cannabis.

Risk: Department Wide Succession Planning

DPR will continue to address the need to strengthen efforts for succession planning in the areas of
Branch Leadership and Executive Level positions. According to reports, there are many employees
eligible for retirement, which causes the need for knowledge transfer. DPR remains dedicated to
ensuring the development of the talent base that will serve in future executive roles. The employees
eligible for retirement hold valuable knowledge that will need to be shared with existing employees in
order to ensure employee development and a smooth transition. DPR is at risk of losing the valuable
knowledge of history and in-depth understanding of tasks and programs that the retirement-eligible
employees have initiated and managed.

In addition, DPR will continue to address the need to strengthen efforts to fill entry-level positions with
qualified candidates. It is difficult to find qualified candidates with the required education and
experience needed to perform the duties of certain DPR positions. The recruitment efforts need to be
timely in order to avoid interruption of operations. If vacancies are not filled in a timely manner, the
Department is at risk of losing the positions, which may affect operational flow.

Control: Agency Collaboration for Succession Planning

DPR’s Recruitment Specialist created a Recruitment Round Table within CalEPA's Boards,
Departments, and Office (BDOs). All of the BDOs are meeting quarterly to discuss strategies and
challenges regarding recruitment efforts. DPR will be fostering ideas from the Round Table
regarding succession planning for higher-level positions and knowledge transfer. In addition, DPR
will be assessing the skill gaps within each branch/division to ensure these gaps are considered
when hiring for leadership positions.

Control: Internal and External Recruitment Outreach

The Recruitment Specialist developed a survey to capture recruitment-related information from
current DPR employees. Several employees shared their degree/field of study, how they heard
about their position, and what compelled them to work for DPR. This information will be valuable in
the continuous improvement of DPR’s recruitment efforts towards targeting various schools/
programs and both the advertisement and promotion of the Department. Several employees also
offered to meet with the Recruitment Specialist to discuss their employment journey, which will be
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helpful with recruiting new, qualified candidates. In addition, the Recruitment Specialist is
organizing Information Sessions at various colleges/universities throughout California. The
Information Sessions allow DPR staff to speak with qualified, entry-level candidates about the
Department and build connections with them.

Risk: Communication of DPR's Assessments and Evaluations

Effectively communicating DPR’s risk assessments and scientific evaluations that relate to policy
decisions for pest management continues to be challenging.

DPR’s risk assessments and evaluations form the basis for DPR’s pest management decisions. These
are often highly technical reports that evaluate the merits and results of complex studies. In order to
effectively communicate why DPR makes its pest management decisions, DPR must translate this
technical work or jargon into general terms. This type of lay translation has not historically been
included in scientific training, and so DPR has been working with its staff to improve their scientific
communication.

Additionally, over time public messaging has changed to shorter and shorter messages, limiting
attention to details. Details are critically important to understand DPR decisions. Small variables and
scientific assumptions can dramatically change the characterization of a pesticide’s risk to the public or
the environment.

If DPR is unable to effectively communicate its risk assessments and evaluations, then the decisions
DPR makes with that information appear arbitrary or uninformed. This can lead to loss of trust with
stakeholders and the public. When this happens, stakeholders and the public can disagree with
decisions and may request regulatory or statutory changes that circumvent DPR’s current scientific
process.

Control: DPR Will Rely on Transparency and Improving on Communication
Processes

DPR will continue to be as transparent as possible in its risk assessment process and find ways to
better communicate scientific processes to the public. This includes making the documents relied
upon in its risk assessment process available online. DPR is increasing the amount of meetings
with stakeholders and the public to explain our programs, and is being more proactive to engage
community groups. DPR has contracted with an outside vendor to provide cultural competency and
risk communication trainings for staff who communicate with the public.

Risk: AB 2408 Compliance Risks

AB 2408 mandates that all State agencies computing environments to a Tier Il data center. To further
meet AB 2408 requirements DPR will be migrating critical infrastructure from the CalEPA datacenter to
the California Department of Technology Data center’s Tenant Managed Services (TMS). The process
is highly complex and will affect a significant portion of DPR’s computing environment and resources.

Key risks associated with the above requirements include:

Additional workload, caused by meeting these mandated requirements, will impact DPR’s ability to
complete other mission critical information technology (IT) projects.
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IT infrastructure downtime, caused by any unanticipated failures while conducting the migration to meet
these mandated requirements, will impact DPR’s ability to function as a whole.

Control: Workload Controls

To minimize the impact of the additional workload, DPR’s IT Project Management Office has
incorporated the AB 2408 migration into the departmental IT Project Portfolio and IT Governance
processes. This reduces the risk by allowing DPR’s Executive Team to prioritize the workload
accordingly.

CalEPA BDOs reduce workload related risks to this effort by collaborating on the tasks required to
conduct the full migration. This allows the workload to be distributed to reduce the risk.

Control: Downtime Controls

Project Management best practices are being leveraged to reduce the risk of project failure for the
infrastructure migration.

The CalEPA technical teams conduct proofs of concept and other group level planning exercises to
mitigate the technical risks of the IT infrastructure migration.

Risk: Expanded Scope of Programs with Static Funding

Since 2014, DPR has seen a significant expansion in its workload as a result of new laws, regulations,
and court orders. While DPR has successfully requested additional resources to support some of this
work, the majority of these new directives are being completed in addition to the department’s core
work. This includes assistance with the California Air Resources Board’'s Community Air Protection
Program (AB 617), implementation of a new industrial hemp program, coordination with registrants and
U.S. EPA to implement the 2017 Cleaning Product Right to Know Act, and expanding DPR’s outreach
and education to be responsive to community groups. This has culminated in significant unfunded
workload, estimated at over $3 million.

Control: Streamlining and Improving on Processes Throughout the Department

DPR is exploring a two-tiered approach to address these issues. First, the department is exploring
how to streamline and improve its work throughout the department in order to free resources to
work on these new programs. DPR will be implementing this through several measures, including
additional staff training, improved online databases, and staff retention (see SLAA risk #2). If these
approaches are unsuccessful, the department would then consider whether it is appropriate to
request additional resources to support these unfunded programs.

Risk: Evolving Security Threats and Increasing Concerns

Due to an ever-changing technological landscape including increased information technology threats,
information security has moved into the forefront of the State of California’s priorities to ensure that the
people of California’s data and information remains safe and secure. This heightened priority has
greatly increased the number of standards and requirements that DPR is expected to implement in a
short period of time.
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Key risks associated with the above requirements include:

Substantial increase in workload across all IT teams caused by these additional security requirements
will greatly impact DPR’s ability to complete other mission critical IT projects.

Fiscal impacts caused by additional State oversight and requirements for new information security
hardware and software will impact DPR’s operational budget.

Compromised data integrity, availability, and confidentiality caused by an information security incident
will impact DPR’s public credibility and finances.

Control: Workload Controls

To reduce the impact of the additional workload, DPR has submitted a BCP and been granted
three full-time information security positions to reduce the risk by minimizing the information
security workload on other information technology teams.

Control: Fiscal Impact Controls

To reduce the fiscal impact of additional information security requirements and oversight, DPR has
submitted a BCP and been granted additional funding for information security. This reduces the
risk of financial impact to DPR’s operational budget.

Control: Information Security Controls

The Information Technology Branch has implemented new processes, procedures, training,
hardware, and software to reduce the risk of an information security breach. Examples include:

> Managing a risk register to properly evaluate risk with information asset owners
> Conducting information security awareness training

> Phishing training and exercises

o Additional end-point protection and email software to further protect DPR’s data

CONCLUSION

The Department of Pesticide Regulation strives to reduce the risks inherent in our work and accepts the
responsibility to continuously improve by addressing newly recognized risks and revising risk mitigation
strategies as appropriate. | certify our internal control and monitoring systems are adequate to identify
and address current and potential risks facing the organization.
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Val Dolcini, Director

CC: California Legislature [Senate (2), Assembly (1)]
California State Auditor
California State Library
California State Controller
Director of California Department of Finance
Secretary of California Government Operations Agency
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